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Confirmed Speakers

Grete Toompere, Law Researcher, Law Branch, CCDCOE
Bruce Wynn, Consultant, Consultant - Cyber and
Informatics

Christian Heggen, Strategic Threat Advisor, CrowdStrike
Matteo Bonfanti, Senior Officer, International
Cooperation and Engagement, Cybersecurity Agency,
Italy

Gabi Reish, CBPO, Cybersixgill

Jorg Abraham, Chief Analyst, EclecticlQ

Karen Sundermann, Vice President - Government
Sector, EclecticlQ

Anke Richter, Head of Cybercrime Sub-Directorate,
Federal Criminal Police Office (BKA), Germany
Bernhard Tellenbach, Head, Cyber Security, Cyber
Defence Campus, Federal Department of Defence, Civil
Protection and Sport (DDPS), Switzerland

Pat Ryan, Head of Bureau, Garda National Cyber Crime
Bureau, Ireland

Tonu Tammer, Executive Director of CERT-EE,
Information System Authority, Estonia

Blerim Krasniqi, Head of IT Forensics, Kosovo Agency of
Forensics

Marketa Ambrozova, Director, Department of
International Cooperation and the European Union,
National Cyber and Information Security Agency, Czech
Republic

Rastislav Janota, Director, National Cyber Security
Centre (SK-CERT), Slovakia

Senior Representative, Palo Alto Networks

Viktoria Vargova, PR and Communications Strategy,
Prodaft

Anton Rog, Head, National Cyberint Center, Romanian
Intelligence Service (SRI)

Gorazd Bozic, Team Leader, Slovenia Computer
Emergency Response Team (SI-CERT)

Patrick Ghion, Head of the Regional Competence
Centres for Western Switzerland (RC3), State of Geneva,
Switzerland

Marcel Stolz, Researcher in Cybersecurity, University of
Oxford, United Kingdom

FOR MORE INFORMATION ON HOW TO BOOK
YOUR PLACE CONTACT US AT:

WEB: WWW.INTELLIGENCE-SEC.COM | EMAIL: EVENTS@INTELLIGENCE-SEC.COM | TEL: +44(0)1582 346706
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Pre-Event Welcome Drinks — Monday 27th February 2023

19.00 - 20.30
WELCOME DRINKS AND CANAPES
EVERYONE WELCOME
Sponsored by:
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Conference Day One - Tuesday 28 February 2023

08.30
09.00

09.10

09.40

10.10
10.40

11.10

11.40

12.10

12.40

REGISTRATION AND NETWORKING

CHAIRMAN'S OPENING REMARKS

Air Commodore Bruce Wynn (Ret) OBE, Independent Consultant - Cyber
and Informatics

SWISS CYBER SECURITY CAPABILITIES

m  Overview of Swiss Cyber Security capabilities in Western Switzerland
m  (urrent strategies and policies for cyber security

m Threats faced to critical infrastructures

(aptain Patrick Ghion, Head of the Regional Competence Centres for
Western Switzerland (RC3), State of Geneva, Switzerland

HOW THE MODERN CYBER \\CROWDSTRlKE
THREAT HAS CHANGED? X

m Observing a greater diversification in the number, type and
specialisation of eCrimeadversaries, whether it's an increase in
initial access brokers, ransomware-as-a-service (RaaS) operators, or
malware-as-a-service (MaaS) operators

m Reviewing some of the most active eCrime adversaries targeting both
Western Europe, and Ireland, such as BITWISE SPIDER and WIZARD
SPIDER

m Alook at adversaries' methods and how they target potential victims

m Review some of the key trends and statistics that we have observed via
our endpoint telemetry data

Christian Heggen, Strategic Threat Advisor, CrowdStrike

NETWORKING COFFEE BREAK

CASE STUDY: NATIONAL ——

CERT'S COLLABORATIVE m e

CTI SHARING COMMUNITY

m Best practice of a National CERT that has established a collaborative
threat intelligence sharing community.

m (ontext of threat intelligence sharing and collaboration as driven by the
EU Cyber Strategy.

m Putting threat intelligence augmented SOC operations at the core
of the collaborative practice allows for distributed security and trust
mechanisms and ensures GDPR compliance.

Karen Sundermann, Vice President Government Sector, EclecticlQ

CYBER-DEFENCE CAMPUS: STRENGTHENING
SWITZERLAND’S CYBERSECURITY

m Role of the Cyber-Defence Campus

m Insights into our research program

m Instruments to collaborate with industry and academia

Dr. Bernhard Tellenbach, Head, Cyber Security, Cyber Defence Campus, Federal
Department of Defence, Civil Protection and Sport (DDPS), Switzerland

PALO ALTO PRESENTATION //, paloalto®

Ivan Strydom, Security Engineer, Palo Alto neTwoRKS
Networks

CZECH CYBER SECURITY STRATEGIES AND POLICIES

m  Current gyber security strategy in the Czech Republic

m Current cyber challenges being seen

m  Overview of new cyber security threats being seen

Marketa Ambrozova, Director, Department of International Cooperation
and the European Union, National Cyber Security Centre (NCKB), Czech
Republic

NETWORKING LUNCH BREAK

ORGANISED BY:

13.40

14.10

14.10

14.40

15.10
15.40

16.10

16.40

16.50 - 18.50

ITALIAN CYBER SECURITY OVERIVIEW

m  Current cyber security situation across ltaly

m New threats being Seen

m Whatis needed and new developments

Matteo Bonfanti, Senior Officer, International Cooperation and Engagement,
(ybersecurity Agency, Italy

THREAT INTELLIGENCE - IT'S

TIME FOR A TURNOVER

m (yber Security has been operating like
a "headless chicken”, chasing and running with no control — threat
intelligence is the missing head and brains.

m 70 best way to support cybersecurity programs is the need for strong,
accurate and a cyber threat intelligence instrument.

m How pre-emptive threat intelligence can be utilized as a core
component of any modern cybersecurity program.

Gabi Reish, Chief Business Development and Product Officer, Cybersixgill

RESEARCH ON CYBER SECURITY ISSUES TO ASSIST

THE SWISS GOVERNMENT AND ARMED FORCES

m Role of the Cyber Security Campus

m (urrent research programs to assist with intelligence and forensics
m  (ooperation with the local Government and Armed Forces

Dr. Bernhard Tellenbach, Head, Cyber Security, Cyber Defence Campus,
Federal Department of Defence, Civil Protection and Sport (DDPS),
Switzerland

THE IMPORTANCE OF 9

STAYING ONE STEP AHEAD: S i

PROACTIVE APPROACH TO CYBER SECURITY

m  PRODAFT - who we are & what we do

m The importance of knowledge-sharing, our collaboration efforts and
current R&D

m Presentation of the most important reports on APTs and other threat groups

m Utilizing Threat Intelligence

m Asneak peek into our upcoming risk assessment platform

Viktdria Vargovd, PR & Communications Strategy, Prodaft

NETWORKING COFFEE BREAK

CYBER THREATS FACED BY ROMANIA

m  Overview of the National Cyberint Center under the Romanian
Intelligence Service;

m  Main types of cyber threats against Romania;

m (hallenges in protecting national critical infrastructure

Brigadier General Anton Rog, Head, National Cyberint Center, Romanian

Intelligence Service (SRI)

CYBER REALATED CRIMES IN KOSOVO

m  Overview of the Cybercrimes and Cyber Security in Kosovo,

m Kosovo Cyber Security Law and Cyber Security Strategy,

m (ase study-Iranian attack in Albania and its impact on the region.

m (hallenges — what next?

Blerim Krasniqj, Head of IT Forensics, Kosovo Agency of Forensics

CHAIRMAN'S CLOSING REMARKS

Air Commodore Bruce Wynn (Ret) OBE, Independent Consultant - Cyber
and Informatics

b v . cybersixgill

DRINKS & CANAPES RECEPTION
Sponsored by &ROWDSTRIKE
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Conference Day Two - Wednesday 1 March 2023

08.30
09.00

09.10

REGISTRATION AND NETWORKING

CHAIRMAN'S OPENING REMARKS

Air Commodore Bruce Wynn (Ret) OBE, Independent Consultant - Cyber
and Informatics

IRISH CYBERCRIMES - TRENDS SEEN AND NEW

THREATS

m  Overview of the Garda National Cyber Crime Bureau

m  (ybercrimes faced across Ireland

m Resilience and response to ¢ybercrimes in Ireland

Detective Superintendent Pat Ryan, Head of Bureau, Garda National Cyber
(rime Bureau

\\CROWDSTRIKE

09.40

10.10
10.40

2022: A RETROSPECTIVE - THE ADVERSARIAL

THREAT AND HOW WE CAN POSITION OURSELVES

FOR THE FUTURE

m An overview of some of the most urgent adversarial trends that we
have witnessed over the past year, some crucial takeaways, and
some tangible recommendations that you and your organisations can
implement in order to protect your networks

Christian Heggen, Strategic Threat Advisor, CrowdStrike

NETWORKING COFFEE BREAK

CYBER SECURITY THREATS FACED IN ESTONIA

m Role of the CERT in response to cyber threats

m (urrent cyber defence capabilities
m Threats and cyber-attacks being faced in Estonia

Tonu Tammer, Executive Director of CERT-EE, Information System Authority,

Estonia

Intelligence
at the core

11.10

11.40

DEMONSTRATION: AN EPISODE FROM

AN ANALYST LIFE - COLLECTION, ANALYSIS,
AND INTELLIGENCE PRODUCTION WITH
ECLECTICIQ INTELLIGENCE CENTER

Jorg Abraham, Chief Analyst, EclecticlQ

SLOVENIAN INCIDENT-RESPONSE AND

COOPERATION WITH LAW ENFORCEMENT

m History of incident-response and early cooperation with law-
enforcement

m (urrent cybercrime trends as seen from SI-CERT

m Good practices of cooperation between law-enforcement and SI-CERT

m Awareness-raising as an important pillar to enhance cyber-resilience

Gorazd Bozic, Team Leader, Slovenia Computer Emergency Response Team

(SI-CERT)

ORGANISED BY:

12.10
13.10

13.40

14.10

14.40

15.10

15.40

16.00

NETWORKING LUNCH BREAK

CYBER SECURITY GOVERNANCE AND DAY TO DAY

EXPERIENCE - SLOVAK WAY

m Overview of Slovak cyber security governance with NIST and NIS2

m Proactive regulation with audits and strong support from government

m Streamlining of the reporting, and close cooperation with intelligence
agencies

Rastislav Janota, Director, National Cyber Security Centre (SK-CERT), Slovakia

COUNTERING CYBERCRIME IN GERMANY

m Duties and service of BKA's Cybercrime Department

m Current preparedness and capabilities to combat cybercrimes

m Importance of sharing information with other agencies

Anke Richter, Head of Cybercrime Sub-Directorate, Federal Criminal Police
Office (BKA), Germany

NETWORKING COFFEE BREAK

CYBER SECURITY LAWS AND REGULATIONS IN
SWITERLAND

m  Current cyber security laws in place across Switzerland

m  (yber prosecution in Switzerland

m  Current cyber awareness and education to civilians
Marcel Stolz, Researcher in Cybersecurity, University of Oxford, United
Kingdom

TRAINING & EDUCATION FOR CYBER LAWYERS
m Recent research outcomes

m (yberlegal training

m  Exercising cyber law

Grete Toompere, Law Researcher, Law Brand, CCDCOE

CHAIRMAN'S CLOSING REMARKS

Air Commodore Bruce Wynn (Ret) OBE, Independent Consultant - Cyber
and Informatics

CLOSE OF CONFERENCE AND EXHIBITION
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HIGHLY REGARDED SECURITY EVENTS



Conference and Exhibition Bern, Switzerland | 28 February - 1 March 2023

Sponsors & Exhibitors

PLATINUM SPONSOR

CrowdStrike (NASDAQ: CRWD) is a global cybersecurity leader that has redefined modern
security with the world’s most advanced cloud-native platform for protecting critical areas of
enterprise risk - endpoints and cloud workloads, identity, and data.

Powered by the CrowdStrike Security Cloud, the CrowdStrike Falcon® platform leverages
real-time indicators of attack, threat intelligence, evolving adversary tradecraft and enriched
telemetry from across the enterprise to deliver hyper-accurate detections, automated

protection and remediation, elite threat hunting and prioritized observability of vulnerabilities.

Purpose-built in the cloud, the Falcon platform enables partners to rapidly build best-in-class
integrations to deliver customer-focused solutions that provide scalable deployment, superior
protection and performance, reduced complexity and immediate time-to-value.

GOLD SPONSOR

Palo Alto Networks is the world’s cybersecurity leader. We innovate to outpace cyberthreats,
so organizations can embrace technology with confidence. We provide next-gen cybersecurity
to thousands of customers globally, across all sectors. Our best-in-class cybersecurity
platforms and services are backed by industry-leading threat intelligence and strengthened

by state-of-the-art automation. Whether deploying our products to enable the Zero Trust
Enterprise, responding to a security incident, or partnering to deliver better security outcomes
through a world-class partner ecosystem, we're committed to helping ensure each day is safer
than the one before. It's what makes us the cybersecurity partner of choice.

At Palo Alto Networks, we're committed to bringing together the very best people in service

of our mission, so we're also proud to be the cybersecurity workplace of choice, recognized
among Newsweek’s Most Loved Workplaces (2021), Comparably Best Companies for Diversity
(2021), and HRC Best Places for LGBTQ Equality (2022). For more information, visit www.
paloaltonetworks.com.

EclecticlQ is a global provider of threat intelligence, hunting and response technology and
services. Stay ahead of rapidly evolving threats and outmaneuver your adversaries by
embedding Intelligence at the core™ of your cyberdefenses with our open and extensible
cybersecurity platform and ecosystem.

The most targeted organizations in the world - including governments and large enterprises
- use our platform to operationalize threat intelligence by looking beyond 10Cs, to deepen
threat hunting, detection and response capabilities by detecting sophisticated and elusive
threats, and to accelerate collaboration for improved security team effectiveness and
efficiency.

Our customers are supported by a partner ecosystem of the world’s premier technology
and services providers, and by our design philosophy which embodies the flexibility and
interoperability of open standards. Founded in 2014, EclecticlQ is a leading European
cybersecurity vendor operating worldwide with offices and teams across Europe and UK,
North America, India and via value-add partners. www.eclecticig.com

PRODAFT is a pioneering company in the threat intelligence industry having its headquarters
in Switzerland. Today's security professionals face a constant flood of “partially relatable”
threat alerts and notifications from multiple vendors. The non-stop flow of unverified alerts
creates an extremely demanding workload for security teams.

PRODAFT's threat intelligence platform reduces the time and energy spent on analysis,
interpretation, and verification of potential threats. It gives security operatives on-demand
insight into threat profiles on an individual basis. Every day hundreds of companies from
critical sectors use PRODAFT's solutions to receive actionable insights right from the source.
PRODAFT had published numerous threat intelligence reports publicly regarding high-end
cybercrime groups such as Fin7/Carbanak, Silverfish, Conti, LockBit, FluBot, and prevented
thousands of breaches globally. www.prodaft.com
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Intel 471 empowers enterprises, government agencies, and other organizations to win the -

cybersecurity war using near-real-time insights into the latest malicious actors, relationships, W'Y

threat patterns, and imminent attacks relevant to their businesses. | N T E L471
The company’s TITAN platform collects, interprets, structures, and validates human-led,

automation-enhanced results. Clients across the globe leverage this threat intelligence with

our proprietary framework to map the criminal underground, zero in on key activity, and align

their resources and reporting to business requirements. Intel 471 serves as a trusted advisor

to security teams, offering ongoing trend analysis and supporting your use of the platform.
Learn more at https://intel471.com/.

Cybersixgill continuously collects and exposes the earliest possible indications of risk, ]

moments after they surface on the clear, deep and dark web. Our proprietary algorithms ® N ® C bEI'SIX I"
extract data from a wide range of sources, including content from limited-access deep and o Y U g
dark web forums, underground markets, invite-only messaging groups, code repositories, O

paste sites and clear web platforms, as well as an unparalleled archive of indexed, searchable

historical data from as early as the 1990s. This data is processed, correlated and enriched

with machine learning techniques to create profiles and patterns of malicious threat actors

and their peer networks, delivering critical insight into the nature, source and context of

each threat. Our extensive body of threat intelligence data can be consumed through various

solution offerings and integrations, each addressing critical customer pain points and use

cases. These solutions are scalable, searchable and seamlessly integrated into existing security

stacks, quickly arming enterprises, government and MSSPs alike with accurate, relevant and

actionable insights to proactively block threats before they materialize into attacks.

Accenture Security is a leading provider of end-to-end cybersecurity services, including >

advanced cyber defense, applied cybersecurity solutions and managed security operations.

Our team of highly skilled professionals, coupled with a global network of Advanced a cce nt u re
Technology and Intelligent Operations centers help us to enable clients to innovate safely,

build cyber resilience and grow with confidence.
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Delegate Booking Form

Complete the form below or BOOK ON L| NE

Standard Price Please tick

Military /
Government,
Public Sector
Rate

Private
Sector
Rate

Two Day Conference & Exhibition

Two Day Conference & Exhibition

750 GBP

[l

1,500 GBP

[l

Delegate Details

Title/Rank:
First Name:
Surname:
Job Title:
Company:

Address:

Signature:

Data Protection

Tel:
Fax:

Email:

Date:

Additional Notes

Please tick the box below if you

are happy for us to share your Kornhausstrasse 3
email address with the event CH-3013 Bern
sponsors and exhibitors post Switzerland

event.

| am happy for you to share my
email address with

the sponsors/exhibitors D

Please tick here if you would

us to contact you to
book your
accommodation

Swissotel Kursaal Bern

[l

Wire Transfer: D

Barclays, 16 High Street North,
Dunstable, Bedfordshire,
LU6 1JZ, UK

Sort Code: 20 55 33
Account Number: 53554104

Debit/Credit Card Book Online

Terms & Conditions

Payments - All bookings made prior to the conference must be
paid in full to guarantee registration. Once payment has been
received, an email confirmation and a receipted invoice will be
sent. If payment is not made at the time of booking, registration
will be provisional. Bookings received less than two weeks
before the conference date can only be paid by credit card.

Early Bird Rate - In order to qualify for any ‘early bird' rates,
booking must be received before the deadline date listed in
the conference marketing material.

Substitutions & Cancellations - Delegates may nominate
an alternative person from their organisation to attend

up to 24 hours prior to the start of the event, at no extra
charge. Should substitution not be possible, cancellation
charges apply as follows: 8 weeks or more prior to start of
event: 10% of the delegate fee, 4 to 8 weeks prior to start

of event: 50% of the delegate fee , 4 weeks or less prior to
start of event: 100% of the delegate fee. All substitutions and
cancellations must be received in writing

Access Requirements - Delegates should advise of any
special access requirements at the time of registration.
Registration Information - Registration information will be
sent to registered delegates by email at least seven days
prior to the event. Any delegate not receiving the registration
information should contact us by email to events@
intelligence-sec.com

Alterations to Programme - Cancellation/Postponement of
Event - Intelligence-Sec reserves the right to make alterations
to the conference programme, venue and timings.

In the unlikely event of the programme being cancelled

by Intelligence-Sec, a full refund will be made. Liability will
be limited to the amount of the fee paid by the delegate.

In the event of it being found necessary, for whatever
reason, that the conference is being postponed or the dates
being changed, the organisers shall not be liable for any
expenditure, damage or loss incurred by the delegate. If

by re-arrangement or postponement the event can take
place, the booking between the delegate and the organisers
shall remain in force and will be subject to the cancellation
schedule in paragraph 3

Speakers - Views expressed by speakers are their own.
Intelligence-Sec cannot accept liability for advice given, or
views expressed, by any speaker at the conference or in any
material provided to delegates.

Photography & Filming - For promotional purposes, there
may be a professional photographer and video production
taking place during the conference. Delegates who do not

wish to be filmed or recorded should advise the organisers
by email to events@intelligence-sec.com prior to the event.

Data Protection - By submitting registration details,
delegates agree to allow Intelligence-Sec and companies
associated with the conference to contact them regarding
their services. Delegates who do not wish to receive such
communications please email events@intelligence-sec.com.
The contact details of registered delegates will be placed

on the attendee list which will be passed to sponsoring
companies and to all attendees for them to see who is at
the conference for the purpose of networking and meetings.
Delegates who do not wish to be included on this list should
advise at the time of booking.

Websites & Links - The conference and associated
Intelligence-Sec websites may link to other websites and
networking tools provided for the convenience of the users.
The contents of these websites are maintained by their
owners, for which Intelligence-Sec takes no responsibility.
Neither can responsibility be taken for contents of any
website linking to this website.

Insurance - It is the responsibility of the delegate to arrange
appropriate insurance cover in connection with their
attendance at the conference. Intelligence-Sec cannot be held
liable for any loss, liability or damage to personal property.

If you have any questions about these Terms & Conditions,
please contact - events@intelligence-sec.com
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